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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA

ATLANTA DIVISION
Civil Action Number:
BUREAU OF CONSUMER 1:19-cv-3300-TWT
FINANCIAL PROTECTION,
LDaisil STIPULATED ORDER FOR
% PERMANENT INJUNCTION
AND MONETARY JUDGMENT
EQUIFAX INC,,
Defendant.

Plaintiff, the Bureau of Consumer Financial Protection (“Bureau’), has filed
its Complaint for a permanent injunction, civil penalties, and other relief in this
matter. The Bureau brought this action pursuant to Sections 1031(a), 1036(a)(1),
and 1054 of the Consumer Financial Protection Act of 2010 (“CFPA”), 12 U.S.C.
§8 5531(a), 5536(a)(1), and 5564, and sought relief, including civil penalties,
pursuant to Section 1055 of the CFPA, 12 U.S.C. § 5565(c). Defendant Equifax
Inc. (“Defendant” or “Equifax”) waived service of the summons and the
Complaint. The Bureau and Defendant stipulate to entry of this Order for
Permanent Injunction and Monetary Judgment (“Order”) to resolve all claims in

dispute in this action between them.
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XVIII. SEVERABILITY
IT IS FURTHER ORDERED that if any clause, provision, or section of

this Order shall, for any reason, be held illegal, invalid, or unenforceable, such
illegality, invalidity or unenforceability shall not affect any other clause, provision
or section of this Order and this Order shall be construed and enforced as if such
illegal, invalid or unenforceable clause, section or provision had not been

contained herein.

XIX. RETENTION OF JURISDICTION
IT IS FUTHER ORDERED that this Court retains jurisdiction of this

matter for purposes of construction, modification, and enforcement of this Order.

SO ORDERED this _ 23 dayof _9&%,_ 2019.

oot G2
Judge Thomas W. Thrash, Jr.
United States District Court
Chief Judge

70
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Triple-Bureau Credit and Identity Monitoring Product

The following provisions are subject to the terms and definitions set forth in the

Stipulated Order for Permanent Injunctive and Monetary Judgment (the “Order”).

The Product as defined in the Order includes:

1. Daily Consumer Report monitoring from each of the three nationwide
Consumer Reporting Agencies showing key changes to one or more of an
Affected Consumer’s Consumer Reports, including automated alerts
when the following occur: new accounts are opened; inquiries or requests
for an Affected Consumer’s Consumer Report for the purpose of
obtaining credit, including for new credit card applications; changes to an
Affected Consumer’s address; and negative information, including
delinquencies or bankruptcies;

2. On-demand online access to a free copy of an Affected Consumer’s
Experian Consumer Report, updated on a monthly basis;

3. Automated alerts, using public or proprietary data sources:

i.  when data elements submitted by an Affected Consumer for
monitoring, such as Social Security numbers, email addresses,
or credit card numbers, appear on suspicious websites,

including websites on the “dark web;”



Case 1:19-cv-03300-TWT Document 14 Filed 07/23/19 Page 75 of 81



Case 1:19-cv-03300-TWT Document 14 Filed 07/23/19 Page 76 of 81

prior to the Affected Consumer’s enrollment in the Product, provided the
costs result from a stolen identity event first discovered during the policy
period and subject to the terms of the insurance policy;

5. A customer service center to provide assistance with enrollment, website
navigation, monitoring alerts questions, dispute assistance, fraud
resolution assistance, and other assistance related to the Product;

6. Full Identity Restoration Services as described below; and

7. For Affected Consumers under the age of 18, the Product includes child
monitoring services where the parent or guardian can enroll the Affected
Consumer under the age of 18 to receive the following services: alerts
when data elements submitted for monitoring appear on suspicious
websites, such as websites on the “dark web;” alerts when the Social
Security number of an Affected Consumer under the age of 18 is
associated with new names or addresses or the creation of a Consumer
Report at one or more of the three nationwide Consumer Reporting
Agencies; and Full Service Identity Restoration, working with the legal
guardian, in the event that an Affected Consumer under the age of 18 has
their identity compromised. Upon turning 18, the Affected Consumer
can enroll in the full Product. If an Affected Consumer under the age of

18 has an Experian Consumer Report with sufficient detail to permit
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